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Policing data privacy and security is now a mainstay of the FTC’s work. While the
Commission has long served as the country’s de facto enforcer in this domain, growing digitization
across the economy has rendered this work even more critical. Security vulnerabilities today can
have sweeping effects, disrupting fuel supply for an entire fraction of the country and halting meat
process operations nationwide. 1 Privacy breaches can be similarly consequential, with violations
exposing millions of children in the course of doing their homework or resulting in the
commercialization of sensitive health data. 2 Meanwhile, greater adoption of workplace
surveillance technologies and facial recognition tools is expanding data collection in newly
invasive and potentially discriminatory ways. 3 All too aware of these risks, a significant majority
of Americans today feel that they have scant control over the data collected on them and believe
the risks of data collection by commercial entities outweigh the benefits. 4
Given the high stakes, ensuring that we pursue this work with a commitment to maximizing
efficacy and learning from new evidence is paramount. In our report to Congress, the FTC detailed
its work to protect Americans’ privacy and data security, identifying areas in need of greater
resources and areas for improving our effectiveness. As my predecessors and fellow
Commissioners alike have long noted, a substantial increase in resources would help bring the
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FTC more in line with similar agencies internationally and enable us to recruit additional talent. 5
Even absent these increases, however, we must update our approach to keep pace with new
learning and technological shifts.
One area for improvement that our report highlights is cross-disciplinary work, which
includes understanding “the overlap between data privacy and competition.” 6 This statement
reflects the growing recognition that persistent commercial data collection implicates competition
as well as privacy. In particular, concentrated control over data has enabled dominant firms to
capture markets and erect entry barriers, while commercial surveillance has allowed firms to
identify and thwart emerging competitive threats. 7 Monopoly power, in turn, can enable firms to
degrade privacy without ramifications—as the Commission itself recently alleged in court. 8 Given
that the competitive significance of data has been under-appreciated by enforcers across the board,
breaking down siloes to better grasp these interconnections is key to ensuring rigorous analysis
and effective enforcement. 9
Of course, recognizing that privacy and competition are interconnected is not the same as
claiming that competition and privacy always align. 10 Indeed, recent events are surfacing the ways
in which the pretext of privacy may be weaponized to undermine competition on the merits, and
scholars have long recognized that unfettered competition can fuel a race-to-the-bottom. 11 But it
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is precisely through approaching our competition and data privacy work with these
interconnections in mind that the Commission can study these issues. 12
Moreover, the fact that competition alone is not sufficient to safeguard data privacy and
security is exactly why the Commission must explore using its rulemaking tools to codify baseline
protections. Evidence suggests that the current configuration of commercial data practices do not
actually reveal how much users value privacy or security. 13 This is true for a host of reasons,
including the fact that users often lack a real set of alternatives and cannot reasonably forego using
technologies that are increasingly critical for navigating modern life. 14 The use of dark patterns
and other conduct that seeks to manipulate users only underscores the limits of treating present
market outcomes as reflecting what users desire or value. 15 A growing recognition that the “noticeand-consent” framework has serious shortcomings further highlights the need for us to consider a
new paradigm, which could be implemented through privacy legislation from Congress. 16
Going forward, I believe the Commission should approach data privacy and security
protections by considering substantive limits rather than just procedural protections, which tend to
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create process requirements while sidestepping more fundamental questions about whether certain
types of data collection and processing should be permitted in the first place. 17 We also need to be
mindful of the ways that behavioral ad-based business models can incentivize constant
surveillance, resulting in further mass aggregation of data, potentially heightening the risk of data
privacy and security abuses—and further inviting us to consider a market-wide approach. Lastly,
we should approach both new policies and legal remedies with an eye to their administrability,
given the significant information asymmetries we can face in these contexts.
The digitization further hastened by the pandemic makes this a particularly urgent and
opportune time for the Commission to examine how we can best use our tools and update our
approach in order to tackle the slew of data privacy and security challenges we presently face. I
look forward to working with my colleagues to meet the moment and deliver.
***
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