
Comment:  FTC  likely  to  demand  evidence  of  harm,
rely less on 'unfairness' claims under GOP leadership
Jurisdiction : - North America /USA

27 Jan 17 | 21:42 GMT
Author: Mike Swift

IN BRIEF
The US Federal  Trade Commission will  not  stop bringing  privacy and data
security enforcement actions under Republican leadership, but it may bring
fewer. An agency that will soon be functioning under a 3-2 GOP majority is
likely  to  demand  evidence  that  there  has  been  a  concrete  harm  to
consumers before it brings privacy and data security enforcement actions.

The  US  Federal  Trade  Commission  will  not  stop  bringing  privacy  and  data
security enforcement actions under Republican leadership.

But it may bring fewer.

Based  on  multiple,  consistent  statements  by  FTC  acting  Chairman  Maureen
Ohlhausen, an agency that will soon be functioning under a 3-2 GOP majority is
likely  to  demand evidence that  there  has  been a  concrete  harm to  consumers
before  it  brings  privacy  and  data  security  enforcement  actions.  The  FTC  may
well focus more on policing behavior judged to be deceptive over behavior that
is unfair to consumers.

Sounding the theme of "regulatory humility," Ohlhausen has repeatedly said the
FTC should focus on real harm to consumers before acting, and shouldn't rush to
regulate  or  otherwise  limit  the  growth  of  new  technology  before  the  agency
gains a thorough understanding of how consumers are affected by it (see here).

Section  5  of  the  FTC  Act,  the  agency's  primary  enforcement  tool,  prohibits
business practices that are deceptive or unfair. One consequence of Ohlhausen's
insistence  on  there  being  a  finding  of  harm  could  be  more  emphasis  on
enforcement based on the deception prong of Section 5, which tends to be more
straightforward to prove.

"I think the FTC is going to look for actual, tangible harm," said Reed Freeman, a
privacy  and  data  security  lawyer  with  the  firm  WilmerHale  in  Washington.  "I
think we'll see fewer unfairness cases in the privacy arena going forward. When
there is, the FTC will need a cost-benefit analysis on harm."

That  would  mean  fewer,  or  no,  cases  such  as  the  2015  enforcement  action
against  Nomi  Technologies.  That  decision  drew  dissents  from  Ohlhausen
(see here)  and  then-Commissioner  Joshua  Wright  (see here),  who  has  been

www.mlex.com
MLex customer
services
customerservices@mlex.com

MLex London
141 Moorgate 
London EC2M 6TX
United Kingdom

MLex Brussels
Rue de la Loi 67
1040 Brussels
Belgium 

MLex Washington
1776 I (Eye) St. NW
Suite 260
20006 Washington,D.C.
USA

MLex New York
535 Fifth Avenue, 4th
Floor
10017 New York
USA

MLex San Francisco
32 7th Street
CA 94103
USA

MLex Hong Kong
3901 39/F Hopewell
Centre
183 Queen’s Road East 
Hong Kong

Forwarded on 10/02/2017 by Mike Swift (Mlex Editorial).
This content is intended only for the person to whom it is addressed. 
All rights reserved on subscriber original content. Copyright MLex 2017.

DetailView.aspx?cid=849326
DetailView.aspx?cid=672108
DetailView.aspx?cid=680799


working with the Trump transition team to find candidates to fill  vacancies on
the FTC.

The Nomi case (see here) was the FTC's first privacy enforcement regarding in-
store  tracking  of  shoppers  using  their  smartphones.  The  agency's  action  didn't
carry  a  fine,  but  it  did  place  the  company  under  the  regulatory  burden  of  20
years of oversight compliance.

Nomi's  reports  to  retailers  provided  aggregate  information  on  the  number  of
consumers  who  passed  by  the  store  instead  of  entering,  how  long  shoppers
stayed in the store, the types of mobile devices used by consumers, how many
repeat customers entered a store in a given time and how many customers had
visited another store in a particular retail chain.

But  while  the  FTC said  Nomi  misled  customers  about  those  practices,  it  never
alleged that consumers were harmed by the tracking.

In  addition  to  her  Nomi  dissent,  Ohlhausen  has  repeatedly  criticized  actions
where  the  harm  to  consumers  in  privacy  and  data  security  cases  hadn't
happened yet. She has also said she wants more focus on actual harm in merger
reviews (see here).

"Ohlhausen  has  said  over  and  over  she  is  looking  for  tangible  harm,"  Freeman
said. "I believe the FTC is going to bring data security law enforcement actions
where  there  is  actual  tangible  harm  to  consumers.  That  is  a  break  from  the
previous administration. So where the harm is speculative and possible, but not
tangible  and  quantifiable,  they  may  investigate,  but  I  don't  believe  they  will
enforce."

The FTC won a significant appeals court victory in 2015 bolstering its authority
to  use  the  unfairness  prong  of  Section  5  in  its  litigation  against  the  Wyndham
hotel  chain  (see here).  A  finding  of  unfairness  generally  requires  evidence  of
substantial  harm to consumers  that they could not have easily  avoided,  plus  a
conclusion that the harm does not outweigh any competitive benefit.

One problem is that in a data security case, it  may be difficult  for the FTC to
rely on the deception prong of Section 5. Companies may not have made clear
public  claims  about  the  quality  of  their  data  security,  meaning  the  FTC  could
not  claim  they  were  deceptive.  And  because  it  is  often  difficult  to  show  the
connection  between a breach and the consumer  harm that  is  necessary  for  an
unfairness claim, it may be difficult for the FTC to use that prong of Section 5
as well.
 
The  end  result  is  that  the  FTC  will  focus  more  on  deception,  but  with  an
emphasis  on  picking  cases  where  the  deception  actually  mattered  and
consumers were actually harmed, say others familiar with the agency's thinking.
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But given that FTC complaints alleging unfairness in the past have also included
deception  claims,  "a  change  in  focus  may  not  be  pronounced,"  said  Elizabeth
McGinn, a lawyer with Buckley Sandler.

Of  course,  the  future  is  anything  but  certain  for  Ohlhausen's  role  on  the
commission.  US  President  Donald  Trump  could  appoint  as  many  as  four  new
commissioners by the end of 2017. Of the commission's two current Democrats,
Edith  Ramirez  will  step  down  Feb.  10  and  Terrell  McSweeny's  term  expires  in
September.

There is no guarantee that Ohlhausen, who has kept a high profile since Trump's
election  and  appears  to  be  seeking  to  become  permanent  chair,  will  get  that
post. Other candidates, such as Utah Attorney General Sean Reyes, are reported
to be under consideration.

But as the senior commissioner on the majority party who previously served 11
years  on  the  FTC  staff  before  joining  the  commission  —  and  who  could  be
serving  with  four  newcomers  a  year  from now — Ohlhausen  would  continue  to
have an outsized voice even if she does not become permanent chair.

Companies  may  have less  regulatory  uncertainty  under  a  Republican  FTC,  said
Lisa Sotto, who chairs the global privacy and cybersecurity practice for the firm
Hunton & Williams.

"I think, though, as somebody who has deep experience with the FTC, that the
FTC will not reverse course in a significant way under [Ohlhausen's] leadership,
because she has such deep familiarity with the historic framework" of the FTC,
Sotto said.

— Additional reporting by Amy Miller.

Related case file(s)

Data security litigation - FTC - Wyndham Worldwide
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