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Treasury Issues Four Risk Reports, Including
First-Ever on Proliferation Finance

 
By Daniel Bethencourt

Complicit bankers and weak compliance controls remain some of the top risks for money

laundering in the United States, according to an interagency assessment published

Thursday by the U.S. Treasury Department.

Despite those vulnerabilities, ramped-up compliance controls at some �nancial institutions

may have spurred drug tra�ckers to embrace trade-based money laundering and other

complex schemes, the Treasury concluded.

In a series of four reports totaling over 250 pages, the Treasury issued a �rst-ever risk

assessment for proliferation �nance, updates to the national risk assessments for money

laundering and terrorist �nancing written in 2015, and a national strategy on illicit �nance.

The proliferation �nance document represents a recent initiative by the Treasury to set

standards around the issue along with expectations from the U.N. Security Council, said

Sarah Runge, former Director, O�ce of Strategic Policy, Terrorist Financing and Financial

Crimes at Treasury.

“I think Treasury would love it if other jurisdictions would think about undertaking risk

assessments for PF [proliferation �nance],” said Runge, who is now Global Head of FCC

Regulatory Strategy at Credit Suisse.



The 124-page national illicit �nance strategy was mandated by the Countering America’s

Adversaries Through Sanctions Act, or CAATSA, passed in August 2017.

The 50-page money laundering risk assessment found that U.S.-based �nancial crime

generates roughly $300 billion annually, without factoring in tax evasion, with healthcare

fraud alone generating $100 billion of that total.

Drug tra�cking also generates as much as $100 billion per year in illicit funds, with

proceeds from the latter typically �owing to Mexico or to Colombia through Central

American countries.

Tra�ckers often use professional money launderers to engage in bulk cash smuggling,

structure their deposits or funnel accounts, which can involve sending large wire transfers

to Mexico or to bank branches near the border for further smuggling abroad.

Funnel account activity, however, may have decreased in 2016 and 2017, partly because

some large banks banned third-party deposits, according to the report.

“Law enforcement believes there has been an increase in TBML [trade-based money

laundering] due to improved compliance by �nancial institutions in the United States with

cash reporting requirements and AML laws more generally,” Treasury said.

Use of virtual currencies by online drug consumers and money launderers seeking to layer

their proceeds continues to grow. Fentanyl tra�ckers are more likely to prefer money

services businesses, or MSBs, to banks when importing the drug or its precursors from

China, Treasury said.

IRS is also seeing a rise in cryptocurrencies other than Bitcoin that are designed to ensure

additional anonymity, while HSI expects use of cryptocurrencies in general to grow more

popular with time. Despite that, the current risk from the digital currency industry remains

limited, according to the report.



“At present virtual currency is not eclipsing the use of physical currency or the traditional

�nancial system for large-scale money laundering,” Treasury said.

The amount of attention given to cryptocurrency in the report suggests that more

investigative resources will be allocated to the area, Dan Stipano, a former deputy chief

counsel for the O�ce of the Comptroller of the Currency, told ACAMS

moneylaundering.com in an email.

But the impact on �nancial institutions remains to be seen, said Stipano, now an attorney

with Buckley Sandler in Washington, D.C.

“Besides communicating information, it would also appear that the issuance of the

Strategy along with the three risk assessments is meant to provide guidance and direction

to other government agencies and �nancial institutions on areas that they should focus

on.”

The assessment also suggests that anonymous real estate transactions continue to

interest the Treasury, which since early 2016 has issued and expanded a series of

Geographic Targeting Orders, or GTOs, in an e�ort to identify bene�cial owners of high-

end real estate transactions.

“To gain further insight into all-cash purchases, Treasury is studying such purchases in all

amounts—beyond high-end residential properties—as cases suggest that criminals

purchase real estate at all price levels for personal and investment use,” the assessment

said without providing additional details.

In a separate 32-page overview of U.S. terror �nancing risks, Treasury noted that its top

concern is individual supporters of foreign extremist groups sending money abroad.

U.S. banks o�ering correspondent accounts have particular exposure, especially when

processing funds from foreign-based, complicit exchange houses, according to the report.



A review of SARs linked to terror �nance revealed that most were �led as a result of

“derogatory information” about one of the counterparties, rather than any inherently

suspicious details about the transaction itself.

Money services businesses, or MSBs, continue to be at risk for moving low-dollar amounts

to extremists on behalf of their sympathizers. An undated analysis found that 94 percent

of terror �nance-related SARs �led by MSBs involved dollar amounts lower than $800.

The review shows that “MSBs are collecting customer information and �ling SARs on

suspected [terror �nance] well below the $3,000 threshold.”

The 48-page proliferation �nancing assessment re-a�rms past statements from the

Treasury as well as the U.N. about North Korea’s interest in using banks, shell companies

and intermediaries, including diplomats, to purchase materials for its weapons program as

well as to raise money to fund the heavily sanctioned regime.

“This fundraising element, rather than strict procurement of WMD-related components, is

somewhat unique to North Korean, and to some extent Iranian, [proliferation �nance]

networks,” Treasury said.

Kieran Beer contributed to this story.


